• 



FIG.1 



100 



HOST 1112 



APPLICATION iQA 




LOGICAL 
CHECK 120. 



LOGICAL 
CHECK 126 



PHYSICAL 

CHECKSUM 

CALCULATIONS 



PHYSICAL 
CHECKSUM 
VERIFICATION 124 



I. LI 




DISK 

CONTROLLER 1G£ 




DISK ARRAY 

m 




200 



FIG. 2 



HOST 202 



APPLICATION 204 




PHYSICAL 
CHECKSUM 
CALCULATION 220 



PHYSICAL 
CHECKSUM 
VERIFICATION 224 



V 



LOGICAL 
CHECK 222 




DISK 

CONTROLLER 206 



DATASTORAGE 
UNIT 112 > 




DISK ARRAY 
210 




300 



FIG. 3A 



HOST 202- 



L; ; 



APPLICATION 
PROCESS 301 



APPLICATION 2M 



PHYSICAL CHECKSUM 
CALCULATION 22Q 



PHYSICAL CHECKSUM 
VERIFICATION 224 




LOGICAL 
CHECK 222 



VOLUME MANAGER 
302 



OPERATING SYSTEM 
3Q£ 



DEVICE DRIVER 

m 



DISK 

CONTROLLER 2Q£ 



DATASTORAGE 
UNIT 112 > 




DISK ARRAY 
21Q 




114 



FIG. 3B 



HOST 202- 



350 



APPLICATION 
PROCESS 301 



APPLICATION 201 



PHYSICAL CHECKSUM 
CALCULATION 220. 



PHYSICAL CHECKSUM 
VERIFICATION 224 




VOLUME MANAGER 
302 



OPERATING SYSTEM 
306 



DEVICE DRIVER 
304 



DISK 

CONTROLLER 2QS 



4V 



DATA STORAGE 
UNIT 112 > 




DISK ARRAY 210 



PHYSICAL 
CHECKSUM 
VERIFICATION 352 




114 



llfi 



IDENTIFY A BLOCK OF DATA THAT IS 
TO BE WRITTEN TO NON VOLATILE 
MEMORY 
402 



PERFORM PHYSICAL CHECKSUM 
CALCULATION ON DATA BLOCK 
404 



1 




PERFORM LOGI 
DATA IN D/ 
4£ 


CAL CHECK ON 
VTA BLOCK 



U 




FORWARD DATA FOR STORING TO 
DISK 
410 



OPTIONALLY PERFORM ONE OR MORE 
PHYSICAL CHECKSUM VERIFICATION 
TESTS ON DATA BLOCK 
412 



NO 



DID THE DATA 
BLOCK PASS THE 
OPTIONAL PHYSICAL 
CHECKSUM 
VERIFICATION 
TESTS? 



YES 



STORE DATA BLOCK TO 
NONVOLATILE MEMORY 
41£ 



0 



FLAG DATA BLOCK AS 
CORRUPTED 
41fi 



FIG. 4A 



FIG. 4B 



IDENTIFY A BLOCK OF DATA 
THAT IS TO BE READ FROM 
NONVOLATILE MEMORY 
452 



FORWARD DATA BLOCK TO 
REQUESTING APPLICATION 
46Q 



RETRIEVE THE DATA BLOCK 
FROM NONVOLATILE MEMORY 
454 




FLAG DATA BLOCK AS 
CORRUPTED 
465 



FIG. 5 



500 



C3 

in 

m 
m 

Cy 
£3 

= 

tu 
C3 



CHECKSUM 502 




BLOCK 




LOCATION 501 






DATA5QS 



FIG. 6 




600 



HOST 202 



APPLICATION 2M 



PHYSICAL CHECKSUM 
CALCULATION 22Q 



LOGICAL 
CHECK 222 



Is. 



DATASTORAGE 
UNIT 112 >] 




DISK 

CONTROLLER 206. 



A 



BACKUP 
PROCESS £02 



PHYSICAL CHECKSUM 
VERIFICATION 224 




DISK ARRAY 
210 






BACKUP 
DEVICE £04. 



